Cloudflare WAF Implementation – Technical Questionnaire (Sample Answers for .NET & .NET Core)
What is the technology stack of the application (framework, language, web server)?
- .NET Framework App: Built on ASP.NET MVC, running on IIS 10, with MSSQL Server as the backend.
- .NET Core App: Built on ASP.NET Core,  with MSSQL Server as backend database.

Which application endpoints are most critical and need protection (e.g., login, admin, API)?
- /login – user authentication (high priority).
- /admin/* – admin panel (restricted access).
- /api/* – REST APIs used by web/mobile clients.
- /checkout – payment endpoint.

Do we need custom WAF rules for specific threats (SQLi, XSS, CSRF, RCE)?
Yes. In addition to Cloudflare’s managed rules, we will define custom rules:
- Block SQL injection patterns (UNION SELECT, --, xp_cmdshell).
- Block XSS attempts (<script>, onerror=).
- Block malicious file uploads (.exe, .bat, .php).
- Block access to /bin/*, /App_Data/*, /Properties/*.

What rate limiting rules are required?
- /login – 5 requests per 10 seconds per IP (block 1 minute).
- /api/* – 100 requests per minute per IP (throttle).
- /checkout – 3 requests per 30 seconds per IP (block 5 minutes).

How should we handle bot and scraper protection?
- Enable Bot Fight Mode for generic bots.
- Apply JavaScript Challenge for scrapers.
- Allow only verified search engine crawlers (Googlebot, Bingbot).
- Consider CAPTCHA challenge for suspicious activity.

Do we require geolocation-based access restrictions?
Yes. Restrict login and admin panel to Nepal and India.
Other countries should be challenged or blocked.

How will sensitive files like .env, web.config, appsettings.json be secured?
- Block direct access via WAF (/web.config, /appsettings.json, /bin/*, /Properties/*).
- Disable directory listing in IIS.
- Restrict file permissions to service accounts.
- Store secrets using Azure Key Vault or AWS Secrets Manager for .NET Core apps.

Should caching be applied for static assets?
Yes. Enable Edge Cache for static files:
- /images/*, /css/*, /js/* → cache for 30 days.
- Exclude /login, /admin/*, /checkout.

Do we need logging and monitoring integration?
Yes.
- Enable Cloudflare Security Analytics.
- Forward logs to Splunk / ELK / Azure Application Insights.
- Monitor failed login attempts, rate-limit triggers, and bot challenges.

What is the fallback security plan if Cloudflare WAF fails or bypassed?
- .NET Framework: IIS Request Filtering + ASP.NET Request Validation.
- .NET Core: ASP.NET Core Middleware for input validation + Data Annotations.
- Application-level CSRF tokens, validation attributes, and anti-forgery tokens.
- Daily log review of IIS/Kestrel logs.

